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Secure managerial communication with Citadel Team

Within the COMEX, the confidentiality of exchanges is essential. So-called traditional tools expose sensitive information to risks related to interception
or data leakage. In an environment where mobility and international collaboration between interconnected teams are essential, it is crucial to secure 
information exchanges in order to preserve the trust and performance of your organisation.

Who is concerned?
- Comex Members 
- VP  
- Board of Directors

The goals: 

- Ensure the confidentiality of strategic exchanges between COMEX members
- Secure and simplify exchanges with full data control
- Accelerate and improve the traceability of M&A projects without risk of leaks
- Promote independence from IT systems and compliance
- Ensure availability on all devices (PC, mobile, tablet…)

Key features:
 
- End-to-end encryption*
- Chat and file sharing in encrypted rooms
- Encrypted calls
- Video and audio conferencing, secure screen sharing
- Multi-device and browser support
- Administration console
*messaging, calls

The benefits provided:
 
- Security & confidentiality guaranteed
- Ease of use & quick adoption
- Synchronisation of mobile devices & PCs
- Simplified deployment: available as SaaS on a SecNumCloud 3.2 
  environment or Public Cloud
- Protection of strategic data

FOR MORE INFORMATION 
Lets’meet on https://cds.thalesgroup.com/en/ercom/citadel

We guarantee you complete confidentiality and sealing of your exchanges!  

Fleet management:

To ensure total confidentiality and separation between our customers, each organisation is given a dedicated 
infrastructure operated by Thales and hosted in France.

This approach gives you complete control over your environment. The infrastructure is fully configurable to meet 
the specific requirements of your organisation, particularly in terms of security policies, identity management, 
and user access control.

From the administration console, you can manage your entire enterprise fleet as well as the associated access 
rights, with ease. In the event of an incident or identified risk, you have the ability to intervene remotely on 
devices, revoke access, or suspend an account immediately, thereby ensuring the continuity and integrity of 
operations.

a) Easy access
Members can quickly and easily access Citadel Team via their smartphone, tablet, 
or computer.

b) Secure registration
Reserved for professional email addresses only.

c) End-to-end encrypted messaging and calls
Communications (texts, calls, etc.) are end-to-end encrypted.

d) Secure audio and video conferencing with screen sharing
The solution allows you to participate in audio and video conferences,
or to organise them, from anywhere, to present your content 
and collaborate in real time, thanks to the integrated screen sharing.

The exchanged data requires strict protection, both to ensure compliance 
with current regulations and to guarantee the confidentiality of strategic 

information.


